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Establish a voluntary, confidential 

database by contracting with a third 

party to create and administer.

Create a process for producing 

recognition cards for qualifying patients 

and designated providers.

Adopt rules relating to the operation of 

the database.

State Requirements



Who Can Access the Database 

Certified medical marijuana consultants and 

other medically endorsed marijuana store 

employees

Law enforcement

Healthcare practitioners

State agencies (WSLCB, Revenue, Health)

and the database administrator

Note: Other state and federal agencies cannot search the 

database to see if specific people are in it.



Benefits for Patients

Purchase up to three times the current 

recreational limits.

Purchase products sales-tax free.

Purchase high-THC products.

May possess up to15 plants and 16 ounces of 

usable marijuana, as authorized.

Participate in cooperative garden.

Arrest protection. 



Possession Amounts

Recreational User Recognition Cardholder

• Usable Marijuana

1 ounce

• Solid Infusion

16 ounces

• Liquid Infusion

72 ounces

• Concentrates

7 grams

• Usable Marijuana

3 ounces

• Solid Infusion

48 ounces

• Liquid Infusion

216 ounces

• Concentrates

21 grams



Hosted in the cloud using a browser-based 

Software as a Service (SaaS) app

Responsive, mobile design

Modern, intuitive, easy to use

System is Easy to Use



We don't collect any information you don't give us.

We don't share information with third-parties.

System uses industry standard security best practices.

Other safety features: intrusion detection, web 

application firewalls, and monitoring software are 

in place to detect, alert, and prevent unauthorized 

access.

Privacy policy is published here: cloudpwr.com/privacy

System is Secure

http://cloudpwr.com/privacy


Equipment Requirements



Any modern computer or mobile device

Modern web browser

System is optimized for Mobile iOS and 
Google Chrome

Anti-virus software and ad blockers can 
affect system

Hardware 



Digital camera with memory card or 

cable connection to transfer image from 

camera to system

iOS device

Light color blank backdrop

Good lighting to eliminate shadows

Photo



At least 300 dpi color laser or ink-jet printer.

To ensure all cards look the same, they 

can ONLY be printed on white paper 

AND in color – this also makes the 

security features work best.

Printer



Heated lamination ONLY

Laminator



EmployeeCertified ConsultantDelegate

User Roles & Permissions

Master Account Holder

Four roles within the system and everyone in the store has a role.



Store Owner:

1. Activates store(s)

Store assignment based on WSLCB data

Only one master account holder per store

May remove ownership

2. Links employees to store

3. Delegate responsibility

Master Account Holder



The Store Owner’s main page has the option to:

• Add/Remove stores

• Link employees through User Management

• Verify a Card

• Will also have Create a Card if the owner is a Certified Consultant



Supervisor/Manager:

Assumes functions of store management 

May be assigned the task of linking 

employees and consultants

Must be linked to store by Master 

Account Holder

May be assigned to multiple stores

Store may have multiple delegates

Delegate



Delegate Screen



Delegate who is Also a Consultant Screen 



ONLY one that may:

1. Handle the patient’s authorization form

2. Enter patient/delegate data

3. Create or edit cards

Must be linked to store by Master Account 

Holder (or Delegate if assigned this function)

May be assigned to multiple stores

Store may have unlimited consultants

Certified Consultant



Consultant Screen



May ONLY verify cards and complete sales

Must be linked to the store by Master Account 

Holder (or Delegate if assigned this function)

May be assigned to multiple stores

Store may have unlimited employees

Employee



Employee Screen



The system validates against various data:

o Owners are checked against Liquor and

Cannabis Board data.

o Consultants must enter their consultant

certificate number to be recognized in that

role within the system.

o Employees are vetted and linked to store(s)

by Master Account Holder.

Roles Validation



1. Secure Access Washington (SAW)

2. Database Site in AIRLIFT

Registration

There are two systems that you will get 

registered in:



Steps to Access Database
1. Create personal Secure Access Washington (SAW) Account.

2. Add a new secure service.

3. Complete Knowledge Based Authentication (KBA)

4. Complete Adaptive Authentication

5. Access the Medical Marijuana Authorization System – this will transfer you to the

database system on AirLift.

• Accept terms of service.

• Account is now pending until store owner or delegate links you to store.



Step 1:
Create Saw 
Account
secure.access.wa.gov

Every store employee who will 

access the database must create 

their own personal account –

using personal information, not 

the store information.



Click start to follow steps to setup



Create ID and 
Password

You will use these 

every time you log in 

to use the database 

system.



Security Setup

Enter full name for best 

results of system 

identification.

You will create security 

questions the system will 

use to help you if you 

forget your User ID or 

Password.

Review your information 

and print the page for 

your records



Complete 
Security Check





E-mail from SecureAccess

Use the link in your email to 

activate your account.



Step 2: Add Secure Service

• Go to the tab

My Secure Services

• Click on Add a New Service

Note: You will only have to do 

this the first time you register.



• Put service code: MMJAS

• Click on “Apply”

Note: You will only have to do 

this the first time you register.



• Choose user type:

Marijuana Retail Stores





Step 3:
Knowledge Based 
Authentication (KBA)
SAW verifies your identity using your legal 

name as it would appear on legal 

documents and bank loans, and legal 

address (address where you receive your 

personal mail). KBA works to authenticate 

the identity of the user by asking questions 

that match existing public record 

information.  

• Provide a complete address and your full

legal name as it appears on your driver’s

license or birth certificate.

• You may find you have to enter a former

address, especially if your address has

changed recently (within the past 1-2

years) to get the right questions that

pertain to your identity.



KBA Sample 

Question 1



KBA Sample 

Question 2



KBA Sample 

Question 3



KBA Sample 

Question 4



Step 4:
Adaptive 
Authentication

• Once you have successfully

finished KBA the system will

prompt you to set up some

information for Adaptive

Authentication.

• This will involve providing at

least 1 email address and 1

phone number as well as

setting up a few questions

and answers.



Adaptive 
Authentication: 
Email Enrollment

• Primary email is your

personal e-mail.

• It is used if you get

locked out of the system.



Adaptive 
Authentication: 
Phone 
Enrollment

• Primary Phone is your

personal phone number

in case you have trouble

logging into the system.

• Phone Label is what

phone you are listing:

Home, Cell, Work



Adaptive 
Authentication: 
Challenge 
Questions

• Challenge questions are

questions you choose and

answer, that will be used to

confirm your identification in

case the system requires

verification.



Adaptive Authentication: 
Review & Finalize

• Review your challenge questions 

and answers

• Select SUBMIT



Step 5: Access System
After you are setup in the 

system, you must use your 

SecureAccess Washington 

account each time to 

access the database.

• Login to SecureAccess

Washington

• Go to My Secure

Services

• Click on Medical

Marijuana Authorization

System to be transferred

to the database.



Terms of Service:

You are now into AIRLIFT which is the 

system that runs the medical marijuana 

database.

• This screen will only come up the first

time you register

• Read the terms of use and then check

the I Agree box and submit form



* Asterisk indicates

required fields

AIRLIFT Registration:

Enter your personal 

information by completing the 

boxes for name, address, 

e-mail, date of birth, etc.



Consultant Number:

• The final steps of registration are

to enter you consultant certificate

number if you are a consultant.

Note: You may have to call DOH 

to fix your last name if it comes 

through with your middle initial or 

name attached to it before your 

certificate number will be 

accepted.

• When complete, submit form.



Ready to be linked to store:

• You will get this page when have

been successfully registered in

AIRLIFT.

• You are now in Pending Status and

ready for the store owner/delegate to

link you to the store.



Successfully registered.

You have no functions in the system until 

store owner links you to store.

The next step is for the store owner (or 

store delegate) to link the store’s 

employees to their roles and permissions. 

These may be delegates, certified 

consultants and employees.

What is Pending Status?



3 Steps for Owner to Setup Store

Assign 
delegate

Link employees 
to store

Claim
store(s)

1 2 3



Master Account Holder (Owner) and store are 

matched by system based on LCB data

Owner may have multiple stores to claim

Only one owner may claim a store

Once the owner has registered, the system 

will match their information with what has 

been given to the database administrators 

from LCB – keep it up to date!

Step 1: Claim Store



Store Owner logs in through SAW and selects the 

Medical Marijuana Access System.

• You will select the ADD/REMOVE STORES button

to link to your store and to your employees.



Add Store:

• Initially, you will select the store(s) you want to 
add – this is a verification feature you only 
have to do once.



Unavailable:

• You may have noticed this box by a store.

• This box shows up if another owner has claimed the store

already so it would be unavailable to manage.

NOTE: If store ownership has changed or is incorrect, you will need to contact the 
LCB to get it verified and changed in the database.



Remove Store:

• An owner can select to remove a store that they are no

longer the Master Account Holder for.

WARNING: When you do this all employees attached to that store that this 
Owner linked will be unlinked in 7 days from hitting this button 



Find Store:

• And finally, if for some reason your store doesn’t come

up; you can click on this box for help or give us a call.



Link to the employees who have completed the 

registration process in SAW and AIRLIFT.

Be sure to unlink employees that are no longer working 

for your store.

Note: To ensure employees who no longer work at the 

store aren’t still able to access the system, the owner 

will receive message every quarter to verify that all 

employees in the system are in fact still working (i.e. 

linked) to your store.

Step 2: Link Employees to Store



Store Owner Main Page:

• To link employees to your store, click on the

User Management button.



Add Employees to your store:

• Each employee must have their own individual SAW

account to be registered in the system, so the owner can

add them to the store.

• Click the 'Add User' button for the store you wish to add

employees to.



Search for employee by name: 

• Only employees who have SAW accounts and have

registered for the MMJAS can be found in the Search.



A successful search will return the employee name: 

• Watch for similar names and make sure you choose

the correct employee.

• Click add to link this employee to your store.



The employee is now added to the list of 

employees linked to the store:

• You see that you can now remove the user if the

employee leaves employment, OR

• Set as a delegate if the employee is a manager



Delegate can perform employee management

Will have all rights as store owner except the 

ability to remove store from system

Any employee can be made delegate

Step 3: Assign Delegate



Store Owner Main page:

• Select User Management.



Choose from employees linked:

• Select SET DELEGATE button



The SET DELEGATE button turns to 

REMOVE DELEGATE.



Overview of Authorization Form

Valid Form

Tamper 
Resistant Paper



Authorization Form Overview
Here is what the current form looks like. In 

order to be valid, it must be:

• Completed by healthcare practitioner with

their office contact phone number

• All fields must be completed or have N/A

if does not apply

• Printed one sided – two pages

• Tamper resistant paper

NOTE: As consultants, you DO NOT have 
to call and verify every form that comes in. 
Only if you think it may not be valid.



Designated Provider Section:

• A designated provider is someone that the medical marijuana patient authorizes to purchase their

marijuana product for or to grow the marijuana for the patient. They must be named on the patient's

Medical Marijuana Authorization Form and have a completed form also printed on the tamper-proof paper.

• The patient and designated provider, if any, must each obtain an individual authorization from the

authorizing healthcare professional. It's not sufficient for the designated provider to possess a copy of the

patient's authorization.

• The designated provider must sign the form under the attestation on page 2 of the form.



Healthcare Practitioner Section: 

• The healthcare practitioner (doctor) must complete the form and have an active

license number that is correctly entered into the database.

• A patient cannot be registered in the database if the system cannot find the 
number listed. Contact DOH if you cannot get the number to take.

• A qualifying condition must be checked.



Healthcare Practitioner Attestation Section: 

• A qualifying condition must be checked.

• Requires doctor’s signature



Expiration Date: 

• Authorizations expire after 1 year for adult patients and 6 months for

patients under 18 years.

• The authorizing healthcare practitioner may indicate an earlier expiration

date, but the law does not require that.



Optional Additional Plant Section: 

• The doctor may indicate in the blank space above up to 15 plants.

• To be valid, the doctor must sign under the recommendation.

• If there is no number in the blank space or the doctor put a number less

than 6 plants, the default number in the database is always 6 plants.



Signature, Date

• The patient or designated provider

signs the 2nd page of their

respective forms.



Available to doctors where they order their 

prescription pads.  

Contains one industry-recognized feature 

from each of these:

1. Unable to be copied

Void or Copy will show when copied

2. Can’t modify

Thickness and quality of the paper

makes it hard to copy. May be any color

– not just light blue.

3. Can’t counterfeit

Has features like this on the back

1

2

3
Tamper Resistant Paper



Recognition Cards

Adult Patient

Designated Provider

Minor Patient

Security Features



Adult Patient Recognition Card



Designated Provider Card



Minor Patient Card



1

2

3

4

Card Security Features



Card Security Features



5 Steps for Consultant to Create Card

Print and 
laminate card

Take photo and 
save in file

Enter form
information into 

database

Review 
Authorization 

Form and verify ID

1 2 3 4 5

Collect $1 
card fee



Check their ID to ensure they are who 

they say they are.

Address on ID does not have to match 

what is on the form.

Minor patients do not require identification.

Step 1: Check Identification



Solid white or light background 

Stabilize camera 

Face forward with eye contact

Good lighting to eliminate shadows 

on and around face

Ensure there is background showing all 

around behind their head

No head covering

Just head/shoulder shot

Step 2. Take Photo



Before you begin data entry, visually scan 

the authorization form to make sure it is 

completely filled out and signed by both 

the doctor and the patient/designated 

provider.

Enter information as it appears on the 

authorization form.

Step 3: Enter information into database



Card will be printed on single sheet of white paper

Both sides of card are on the front of paper

Cut to size and fold in half

Heat laminate card and trim excess plastic

Step 4. Print and Laminate Card



Law requires $1 fee from card holder

Stores remit fees to Department of Health

System tracks creations that require fee:

1. New card

2. Renewed card

3. Replace lost card

5. Collect Fee



Example: Create a Card

You must always access the system 

through SAW:

• You will see this screen where you will

put in your user ID and password and

click LOGIN.



Database System Login

Click on the service – Medical 

Marijuana Authorization System 

and this will take you into AIRLIFT



Create Card:

• For a consultant (who is also a DELEGATE in this example), your initial

screen will give you the option of CREATING CARD or VERIFYING CARD

• Choose CARD Management

• You will choose CREATE CARD and…



Create Card Step 1: Choose Type of Card

This is the Create Card screen:

• The first thing you will want to do is search for the name of the

person on the Authorization Form under one of these three

designations. This is to ensure they do not already have an active

card in the system.

• Once you choose which type of card they will have, this will bring

you to the name search screen



Create Card Step 2: Name Search

Jennifer Johnson 01/14/1993

Name Search:

• Type in the person’s first and last name

• Type in date of birth

• Hit search



• Most likely, it will not bring up anyone and you will get this message - then it will be time to start

entering the data into the system.

• If a record comes up for the person, you will want to verify if that is actually them or if it is a different

person with the same name – it will show DOB and Address so you can compare.

• If it IS the same person, then they are already in the system and you DO NOT create a new card for

them, unless it has expired and it is time for a renewal.



Create Card Step 3: Enter Data



Take or Enter Photo
• If you are using an iOS system – like

your iPad for your data entry, you can

take the photo with it and then upload

to the system from the same piece of

equipment.

• Click “Take Photo” here allows you to

take a photo using your devices web

cam

• Once taken, you have the option to

USE the photo

OR

• You can choose to RETAKE if you did

not get a good photo



Healthcare Practitioner License
• Though the Authorization form is required to

have the phone number – you are NOT

required to call and verify unless you think

there is something not quite right about the

form.

• The Healthcare Practitioner License number

will be matched right away if it is valid and

will look like this.

• If not you will get an error message and we

recommend to try again to make sure you

didn’t enter it incorrectly. Also, be sure to

put in all numbers, including leading zeros.

NOTE: If it appears to be good, yet does not 

let you create card when you get to the end, 

you need to clear you internet browser history 

(cache) and begin again.





Create Card Step 5: Generate Card

Select GENERATE CARD to submit all 

entered data and the photo

• This is the final Step that sends all data

and merges the photo together

• Have patient verify information if they can

be shown the screen – or you go through

and verify.

• If there is an error – you can edit

authorization right here.

• If all is accurate, click on Generate Card



Create Card Step 6: Print Card

• A picture of what the card will look like

is on the screen for review.

• Select print



Cut out card:

• Once printed, you will

cut along the dotted line

and fold where marked.



Create Card Step 7: Cut, Fold and H0t Laminate Card



Designated Provider Card
• A Designated Provider for a

patient entered in the

database will need to come

in to have their card created

as well.

• First select Designated

Provider to search name to

ensure they are not already

in the database as a

designated provider for

another patient.

• Follow system prompts to

enter information and search

for the patient the designated

provider will be linked to.



Minor Card
A Minor Patient must be 

accompanied by their 

Designated Provider at all 

times in your store.

• Select Minor Patient to

search name.

• Follow same steps for

creating adult card.



Designated Provider Card for Minor

• After you completed the authorization form for the minor, the system will prompt you to enter

information for the designated provider.

• Card generating and printing is a two-step process, since two cards are being generated.

• Follow the on-screen instructions to print cards for minor patient and designated provider.



Verify

Other Card Functions

Renew

Replace

Correct

Reprint



5 Steps for Verification and Sale

Employee compares 
physical card with 
image shown on 

screen

Store employee 
inputs card 

number

Store employee 
logs into system 

Employee takes 
card from 
customer

PROCEEDS 

WITH SALE

NO 

MEDICAL 

SALE

1 2 3 4 5



Verify Card



• Type in the CARD # from the top

of the card

OR

• Use your 1-D or 2-D scanner to

scan the bar code on the back to

enter in the number



The instructions box reminds you 

what to do next, which is to:

• Compare the actual physical card to

the card on the screen to confirm that

the information on both is a match.

• If cards don’t match, tell cardholder

you are unable to validate the card

because it does not match the

information on the screen for that

cardholder.

NOTE: You can still make a sale – 
it just will NOT BE A MEDICAL sale

Card is Valid



This will appear if the card number 

is not found in the system. 

Possible reasons are:

• Card has expired – check expiration

date

• Entered card number incorrectly –

retry typing in the number

• Healthcare Practitioner revoked card

• Patient revoked Designated Provider

NOTE: You can still make a sale – it 
just will NOT BE A MEDICAL sale

Card Not Found



Renew Card

Jennifer Johnson 01/14/1993

Jennifer Johnson 1993-01-14 female Lacey Washington

Before Expiration of Current Card:

• Search name and birthdate

• Search screen comes up and you type in

name.

• It will then bring up the person and you

will get four options – Renew, Replace,

Correct or Print

• When they come up, select the

Renew option

• You will have to enter all the information

from the NEW authorization form.

• Complete the same steps for taking a

picture and generating a card.



Jennifer Johnson 01/14/1993

Renew Card

After Expiration:

• If they are not found you will be

prompted to create a new

authorization.

• You will have to enter all the

information from the NEW

authorization form.

• Complete the same steps for taking a

picture and generating a card.

• $1 fee is collected for renewal.

Note: In either case, RENEW is 
like creating a new card. 



Replace Card

Jennifer Johnson 01/14/1993

Jennifer Johnson 1993-01-14 female Lacey Washington

The cardholder has lost their card.

• Search name and birthdate

• Search screen comes up and you type

in name.

• When they come up, compare photo on

card to identification of customer and

information on their Authorization Form.

• If it is a match, select the REPLACE

option

• This will charge the cardholder the

$1 fee.



Correct Card

Jennifer Johnso 01/14/1993

Jennifer Johnso 1993-01-14 female Lacey Washington

A correction would be for anything that actually 

shows on the card – typically a typo made by the 

consultant.

• To make a correction on a card, you will go back to

the Create Card screen and search for the patient.

• Search screen comes up and you type in name.

• It will then bring up the person and you will get the

four options – Renew, Replace, Correct or Reprint

• Make sure if there is more than one person with the

same name that you select the right one.

• Verify the information from the person’s

Authorization Form

• If it is a match, click CORRECT – make corrections

and then go through the print process again.

• No $1 fee is charged.



Reprint Card

Jennifer Johnson 01/14/1993

Jennifer Johnson 1993-01-14 female Lacey Washington

This would be if the store printer 

jammed in the middle of the print job.

• If the system shut down in the middle of

the print, search name and birthdate

• When they come up, select the

Print option

• No $1 fee is charged.



Monday – Friday, 8 am – 5 pm

360-236-4819, Option 1

medicalmarijuana@doh.wa.gov

www.doh.wa.gov/medicalmarijuana

Need Help?




